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CONFIDENTIALITY POLICY

Confidentiality is essential to protect the exercise of First and Fourth
Amendment rights. In accordance with the First and Fourth Amendments of the
United States Constitution, the lowa Code and professional ethics, the Board of
Trustees of the Algona Public Library respects the privacy of users and
recognizes its responsibility to protect their privacy.

1. The Algona Public Library will not reveal the identities of individual users
nor reveal the information sources or services they consult unless required by
law. Confidentiality extends to information sought or received and materials
consulted, borrowed, or acquired. Confidentiality includes but is not limited
to database search records, reference interviews, interlibrary loan records,
computer use records, and all other personally identifiable uses of library
materials, facilities or services.

2. The Algona Public Library will hold confidential the names of cardholders
and their registration information and will not provide access for private,
public or commercial use.

3. The lawful custodian of the records is the Director of the Algona Public
Library.

4.  The Algona Public Library will not release registration, circulation or other
records protected under the lowa Code unless it is required by law to do so.
Circumstances which may require the Algona Public Library to release the
information include the following:

A. A criminal or juvenile justice agency is seeking the information
pursuant to an investigation of a particular person or organization
suspected of committing a known crime AND the criminal or juvenile
justice agency presents the Director of the Algona Public Library with
a court order demonstrating that there has been a judicial
determination that a rational connection exists between the requested
release of information and a legitimate end and that the need for the
information is cogent and compelling.
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B. The Algona Public Library receives a Warrant for the information
issued under the USA Patriot Act (which includes amendments to the
Foreign Intelligence Surveillance Act and the Electronic
Communications Privacy Act).

C. The Algona Public Library receives a National Security Letter seeking
the information pursuant to the USA Patriot Act.

D. The Algona Public Library receives a valid court order requiring the
library to release registration, circulation or other records protected
under the lowa Code and the information is not sought in conjunction
with a criminal or juvenile justice investigation.
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